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[laHHbIN pa3gen coaepXnT PyKoOBOACTBA MO NMAOTAM HallMX NPOAYKTOB

e PoC Guide
e MLAD PoC Guide

e KICS for Networks. Can3uHr




PoC Guide

OTOT ramp onucbiBaeT oBLWMIA NOPAAOK MPOBEAEHUS MUIOTHLIX MPOEKTOB MPOrpaMMHbIX
komnoHeHToB Kaspersky Industrial CyberSecurity (KICS).

B 4acTHbIX CNydadax nopagok rnumioTHOro rNMpoeKTa MOXET ObITb aarnTnpoBaH NN N3MEHEH
MO AOroBOPEHHOCTU MeXAY YH4HaCTHUKaMW MMNJIOTHOIO MNMPoeKTa.

PPP0200707° P000727°707°7°7 P07°7°7?7°7
B nnnoTHOM nNpoekTe MOryT NpMHUMaTb y4acTue crefyolme opraHmsaummn:

e 3aKa34MK - opraHusaums, Ha obbekTax KOTopon ycTaHaBnnBaeTcs pelweHne KICS B
paMKax NMUJOTHOro npoekTa.

e BeHpop - AO «JlabopaTopusa Kacnepckoro». Co CToOpoHbl BeHaopa B NMM/IOTHOM MPOEKTe
MPUHUMAIOT y4acTue cneayowmne CoOTpYLAHUKN:

NH)XeHep npeanpoaa>kHOU Noaaep>XKu

CoTpyOHUK, MPeacTaBAsOWNA TEXHUYECKYID 3KCrepTundy no peweHunto KICS, TexHu4eckyto
NoALEPXKKY UHXXEHEePOB BHEAPEHMSA CO CTOPOHLI MapTHEépa nnn AuctpubyTopa (Npu Hann4un),
a TaKXXe OCYLLeCTBAALWMNIA BHegpeHe NporpaMMHbIX KOMNOHeHTOB KICS B paMKax MUOTHOro
npoekTa B cniydae oTcyTcTBuA MapTHEpPa u AucTtpubyTopa

ApxuTeKTop

CoTpyOHUK, MpencTaBAdOWNA TexHUYeckKyl 3kcnepTtmdy no peweHuto KICS u  apyrux
nporpamMMHbIX MNPoOyKTOB BeHpopa, a TakXe OpraHv30BbIBaOWMWNA B3auMOLencTBue C
y4YaCTHUKaMM MUJIOTHOIO MPOeKTa CO CTOPOHbI BeHpoopa (opraHusaumsa BCTpeY, COBELAHNN n
VMHbIX B3aUMOOENCTBUA B paMKaxX MUIOTHOIO NMPOEeKTa N BHeOPEHUSA MPOrpamMMHbIX NPOAYKTOB
BeHpgopa)

MeHep>xep no passuTuio busHeca KICS

CoTpyOHUK, NpenoCcTaBsOWNA KOHCY/bTauMilo Mo BCEM WHbLIM BOMpOCaM, Kacakowmmcs
MUWJOTHOrO TMpPOEKTa W BHeAPEeHUs MPorpamMmMHbIX KoMmnoHeHToB KICS B MpoMbILIAEeHHOW



NHPACTPYKTYpe 3aKa3ynka, 3a UCKJIIOYEHNEM TeXHNYECKNX BOMNPOCOB

MeHep>xep no paboTe ¢ KNIO4YEBbIMU KJIMEHTaMM

CoTpyOHMK, OTBEYaloLW M 3a ynpaBseHne B3auMOOTHOLLEHNSAMM C 3aKa34NKOM

Tak>xe K nunoTHoMmy npoekTy MNP HEOBXOANMOCTW MoryT 6biTb NpuBaievyeHsbl MapTHep 1
AucTpmbyTop

MapTHép

OpraHumsaumsa, KoTopas ydacTByeT B MWJIOTHOM [MPOEKTe B pPOJIN UHXKEeHepa BHeapeHus,
pa3paboTymka QOOKyMeHTauum wu/uam npepocTasnsgeT Heobxoaommoe obopyaosaHue. Co
CTOpOHbI [MapTHépa y4yacTue B MNWJIOTHOM TMPOEKTe TMPUHMMAET WHXEHep BHeAPEeHUs -
CoTpyaHuk MapTHEpa, oTBeYalowmnin 3a passepTbiBaHne KICS B TecToBOon cpene Ha obbekTe
3aka3ymka. HeobxooummocTb y4acTusa [lapTHEpa B MWIOTHOM [MPOEKTe onpeaensercs
3aka3ymkoM. T[lapTHep onpepensetTca 3aka34dymkoM. [lepevyeHb opraHusauum, UMeLLNX
cneuymanmnsaunto “Industrial CyberSecurity” y BeHgopa, npeactaB/ieH no 4aHHOW CCbIKE.

AucTpubyTop

OpraHmsaumsa, KOTopass y4yacTBYeT B pPOAM UHXeHepa BHeppeHus, paspaboTymka
AOKYMeHTauum un/unn npepoctasnseT Heobxooumoe obopynoBaHme. Co CTopoHbl MapTHEpa
yy4acTve B MNWJOTHOM MNpPOEKTe MNPUHMMAET MHXXeHep BHeapeHus - CoTpyaHuk [MapTHEépa,
oTBevatowmin 3a passepTbiBaHMe KICS B TecToBOW cpefe Ha o0bbekTe 3akasduka. AuctpubyTtop
y4acTByeT B MWIOTHOM MNpPOEKTe COBMECTHO C [MapTHEpoM maum npm oTcyTCcTBUM lMapTHEpa.
HeobxoaumocTb y4acTma OuctpnbyTopa B NMIOTHOM NPOEKTE onpeaenseTcs 3aka34ynkom.

??7?7°?7°?7°7°7? ?7?7?7°7?7?7? Kaspersky Industrial
CyberSecurity (KICS)

Kaspersky Industrial CyberSecurity (KICS) — 3TO KOMMAeKC peleHuin, Co34aHHbIX ANS 3alunTbl
pPa3IMYHbIX YPOBHEN MPOMbILWLNEHHON NHAPPACTPYKTYPbI N APYIrMUX JIEMEHTOB NPeagnpuaTms, B TOM
yucne cepsepoB SCADA, onepaToOpCKUX MNAHENEeNn, WHXXEHEPHbIX pabounx CTaHUWUNA, CEeTEeBbIX
YCTPOWCTB, MPOrpaMMmnpyeMblX JIOrMYECKNX KOHTPOS1IEPOB.

MporpamMmmHble KOMMoHeHTbl KICS BkAtoYaloT B cebs:



e Kaspersky Industrial CyberSecurity for Networks (KICS for Networks) - nporpamMmmHbIN
KOMMOHEHT A1 MOHUTOPUHIa TEXHONOMMYEeCKOon ceTu;

e Kaspersky Industrial CyberSecurity for Nodes (KICS for Nodes) - nporpaMMHbIn
KOMMOHEHT KOMMJIEKCHON 3allMThl KOHEYHbIX Y3/10B nog ynpassneHnem OC cemencTaa
Windows;

e Kaspersky Industrial CyberSecurity for Linux Nodes (KICS for Linux Nodes) - nporpaMMHbIi
KOMMOHEHT KOMMJIEKCHON 3alMTbl KOHEYHbIX Y3/10B nof ynpassieHneMm OC cemencTsa
Linux;

e Kaspersky Security Center (KSC) - nporpaMMHbIi KOMMOHEHT LLeHTPasIn30BaHHOI O
AOMUHUCTPUPOBAHNS;

o Kaspersky Endpoint Agent (KEA) - nporpaMMHbI KOMAOHEHT, BbIMOJHAIOLWMNA (DYHKL NN
EDR u areHTa cbopa TenemMeTpum C KOHEYHbIX Y3J10B.

JoKyMeHTauns Ha nporpaMMHble KOMMoHeHTbI KICS gocTyrnHa no CCbUiKe:

https://help.kaspersky.com.
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B Tabnunue Hnxe npmeeneHbl 3Tanbl MMJIOTHOIO NMPoekKTa N UX 3aja4vn.

3Tanbl NMJOTHOIO NPOEKTa U UX 3a4a4un

YcTaHoBOYHas BCTpeYa MposeneHne yCTaHOBOYHOW BCTpe4n y4aCTHUNKOB
MUIOTHOrO MPOeKTa.
O3HakKoMJIeHMe C NporpaMMHbIMU KoMnoHeHTamu KICS.
OnpepeneHve COTPYOHUKOB, y4acCTBYKOLIMX B MUJIOTHOM
npoekTe.
OnpepneneHve ¢opMmaTa B3aMMOLENCTBUS COTPYLAHUKOB,
y4acCTBYOLWMX B MUIOTHOM MpOEKTe: rpynna B OLHOM u3
MeCCeH>KepoB, 3JIEKTPOHHasa noyTa 1 ap.
OnpepeneHue yyYacTHUKa MUIOTHOI O npoekTa,
OTBETCTBEHHOIO 3a BHeapeHue NporpamMMHbIX
komroHeHToB KICS B TecToBOW Cpene MNPOMbILLIEHHON
MHPaCTPYKTYpbl 3aKas4dumka.


https://help.kaspersky.com

OnpepneneHve TeCTOBOW cpenbl

MoaroTtoBka MporpaMmbl U METOAUKN UCMbITAHWIA (fanee -
M)

MoAroToBKa MPOMbILWAEHHON UHPPACTPYKTYpbl 3aKasynka
K pa3BepTbiBaHUIO TECTOBOW Cpefbl

Pa3BepTbiBaHMe TECTOBOW Cpeabl

OnpepeneHne TecToBOM cpenbl
BUPTYasIbHOW, KOMOMHMUPOBAHHON) B  MPOMbILLJIEHHON
UHpacTpykType 3aka3yuka. [Ona 3TOro crnepnyet
3aMoJHUTb Ha HanpaBuUTb B aApec BeHpopa onpocCHbIN

JINCT, KOTOpbIN pacnosio)xxeH no CCblfKe:

https://box.kaspersky.com/d/9c58d3bee371480bb477/

B KayecTBe TeCcTOBOW cpenbl pekoMeHAyeTcs BblbpaTb
hr3nYecknin UM BUPTYyasbHbI CErMeHT MPOMbILUIEHHOMN
WHPPaCTPYKTypbl 3aka3zymka, B Haubonbwen Mepe
YOOBNETBOPSOLWNIA C/Ieay WM KPUTEPUSIM:

(cpmnsnyeckon,

Hann4yme ceTeBbIX CErMeHTOB, ceTeBbIX y3/10B (APM,
cepsepoB, [MJIK wn gp.), ceTeBoro obopynoBaHus
(KOMMyTaTOpbl, MapLpyTu3aTopbl U Ap.), NPOrpamMMHOro
obecnevyeHnss Ha y3nax, XapakTepHbix (Haubonee 4vacTo
npUMeHsieMbIX)  ANA  3aluulaeMor  MNPOMbILLJIEHHON
MHMPaCTPYKTYpbl 3aKa34ynka;

OTCyTCTBME  HeobXoAMMOCTM  BbIMNOJIHEHUSA
KPUTUYECKN  BaHbIX  (QYHKUMMA B MNPOMbILLIEHHOMN
NHMPaCTPYKType 3aKa3yMka BO BpeMsa peanm3auunun
MUIOTHOIO NPOEKTa.

Pa3spaboTka u cornacosaHue MNMMU.

MMW pa3pabaTbiBaeTcs Ha oOcCHoBe Tunoson [TMU,
npepocTtasnseMon BeHOopoM C y4eToM crieymdpukun
NPOMbILLSIEHHON MHPaCTPYKTYpbI 3aKa34uka "
aApPXUTEKTYPbI BO3MOXXHOIO bynyuwero BHeApeHus
rnporpamMmMHbiXx kKomnoHeHToB KICS.

MpepnocTtaBsieHne [oOCTyna K BblOeJIEHHbIM CEerMeHTam
NPOMbILLIEHHON MHPaCTPYKTYpbl  3akasuymka  Ans
BHeLpeHMs nporpaMMHbIX KoMmnoHeHToB KICS B TecToBOM

cpene.

MpoBepka TOro, 410 BbibpaHHOE A1 NMPOBEAEHMs NujoTa
obopynoBaHue yZoBneTBopseT TpeboBaHNSAM K
annapaTHOMy K nporpammHoMy obecnedyeHunto AN
YCTaHOBKUN NMporpamMMHbix kKomnoHeHToB KICS.

MpumeyaHne - BCé Heobxommmoe pna nunota KICS for
Networks cepBepHoe ob6opynoBaHne npenocTaBasieTcs
MapTHépom/OncTpnbyTopom nam 3aKa34ynMkomM. B
OTAeNIbHbIX CJly4asaX, BO3MOXXHO BblAesieHNne CepBEPHOro
obopynoBaHus BeHgopom.

MpenoctaBneHne TtectoBbiXx (NFR) nnMueH3nMn Ha CPoK He
MeHee OJHOro, Ho He 6onee Tpex MecsueB B obbeme,
HeobxoAMMOM ANA peannsaumm TECTOBOW Cpefbl.
MpuMevaHne: NULEH3MNM U NporpaMmMHoe obecnedvyeHune

KICS wcnonb3yloTca TONbKO [AAA LUeNeld MUJIOTHOro
npoekTa.
B cooTBeTcTBUM C pa3paboTaHHOM  apxXMTeKTypon

TECTOBOW Cpefibl OCYLLeCcTBAATCS (MpyM HE0OXOAMMOCTN):
yCTaHOBKa
obopynoBaHus;

LOMOSIHUTENBbHOMO cepBepHOro
HacCTponKa/u3MeHeHne ceTeBon NHPPACTPYKTYpPhI;
yCTaHOBKa TMporpaMMHbiXx KommnoHeHToB KICS Ha

obopynoBaHUM TeCcTOBOW cCpefbl B COOTBETCTBUMU C

pa3paboTaHHON apXUTEKTYPOI TECTOBOW CpeLbl.


https://box.kaspersky.com/d/9c58d3bee371480bb477/
https://box.kaspersky.com/d/1492c4990b45419faa4a/

MpoBeaeHne NCrbITaHun

PeweHne npobnieM, BO3HUKLIMX B XOA4e pa3BepTbiBaHUSA
TeCTOBOW CpeAbl 1 MPOBEAEHNS NCMbITaHU

MunoTHasa akcnayaTaumns (Npy HeobxoaMMOCTN)

OLeHKa pe3y/ibTaToB MUJIOTHOrO NPOEKTa

MpoBegeHne  ucnbITaHUM B TecTOBOM
cooTBeTcTBUM C [TMW.

Ecnn BO3HUKaeT HeobxoAUMOoCTb nposefeHns
OOMOJIHUTENbHbBIX WUCMLITAHUA, TO MO COrJlaCoBaHUK Co
BCEMUW OpraHmsaumsamMmn, npuHUMamWmUMnM y4actme B
NCMbITAHUAX, BO3MOXXHO AOMOJIHEHNE MepeyHs NCNbITaHNN
C BHECEHMEM COOTBETCTBYOLLNX n3MeHeHun B MMN.
Pe3ynbTaTbl MPOXOXXAEHUS WCMbITAaHWA OTpaXkalTcs B
MpoTokone ncnbiTaHu no opme, NpuseneHHon B NMMN.

B cnydyae BO3HMKHOBEHMS Yy 3akKa3yMka 3aMeyvyaHun K
paboTe nporpamMMHbIX KOMMOHEHTOB KICS Nz
MPOXOXKAEHUIO WCMbITaHUA, 3TO TakXe QukcupyeTcsa B
MpoToKone NCrbITaHUN.

B cny4vae BbiiBNeHUs yrpo3 6e3onacHoOCTM MHgopMauum B
TecTtoBOM cpepe (Hanu4ne BMpPYCOB,
HECaHKLMNOHNUPOBAHHbIX Y3108 " coeavHeHUn,
HEeCaHKLUMOHMPOBAHHOIo AoCTyna K ceTun WIHTepHeT u ap.)
B X0O€ pa3BepTbiBaHMS TECTOBOW Cpelbl U MPOBeAEeHUs
NCMbITaHWUNA, COOTBETCTBYOLANA MHGopMauumsa
He3aMeLNnTeNbHO NepefaeTcs COTPYAHUKaM 3aka3ymka
Ona ycTpaHeHus owmnbok n cboes B paboTe NporpaMmHbIX
komroHeHToB KICS BO BpemMs MWJIOTHOrO rpoeKkTa
ncrnonb3yeTcs cyeayowas npouenypa:

cpene B

- H>xeHep BHegpeHWs npepocTasBaseT noapobHoe
onucaHue npobnembl VIHXeHepy npennpoaaHow
nonnep>xku BeHpopa;

ecnn WHXXeHep npepnpofaKHOW MNoJLepX KU
BeHoopa He MOXeT TOoMOYb C  peLlleHuNeM
BO3HUKLLEN npobnembl, To VIHXeHep BHenpeHUs
3aBOAUT KeNcC Ha mopTafie nonnepXkn Benpopa (

https://companyaccount.kaspersky.com/) n panee

cnepyeT WHCTPYKUMAM WHXXEHEPOB TEexXHUYeCKOoWn
noonep>Xkn B 4Yactu cbopa [OMONHUTENLHOWN
nHgopmauum o6 owmnbke nam cboe n BbIMOJHEHUSA
0EeNCTBUIA B TECTOBOW Cpefe No Ux yCTpaHeHUIo.
Mocne pasBepTbiBaHWS TeCTOBOW Cpefbl, HaCTPONKU
nporpamMMHbiXx  KoMmnoHeHToB KICS un  3aBeplieHus
NUCMAbITaHUM MO >KeNaHui 3akas4yumka, pelleHne MoxXKeT
oCTaTbCA B MNWIOTHOW 3KCnJlyaTauunm Ha CpPoK [o 2
MecsueB (CPOK LOeNCTBUA KJIKOYEW, BbIMYLLEHHbIX Mog
MUIOTHBIN MPoOeKT). Ecnun y 3aKa3vumka ecTb
HeobXoAMMOCTb YBEJIMYUTbL CPOK OENCTBUSA  OMbITHOMN
3KCryaTauuu, 3TO0 obcyxpaeTcs OTAeNbHO C
MeHepn>xepom no pa3suTuio busHeca KICS BeHpopa.
OpraHusaumsa ceccum ONA OEMOHCTPaLUM U OLEHKU
pe3ysbTaToB NMUIOTHOIO MNPOeKTa.
CornacoBaHue un noanucaHme [poTokona WCMbITaHURA,
onpegeneHne CTerneHn ycrnewHocTn NUIOTHOro NpoeKTa B
COOTBETCTBUUN C KPUTEPUAMU, YKa3aHHbIMYK B [TMU.
CornacoBaHuve pJanbHENMWNX LWaroB Mocsie 3aBepLueHus
MUWIOTHOrO MpoeKTa.


https://companyaccount.kaspersky.com/

Cbop WMH)xeHepoM npepnpoia>kHon nopaepXxku BeHpopa
obpaTHOW CBA3W OT [APYrUX YHaCTHUKOB MWUJIOTHOIO
npoekTa O BOMpOCax, KacawWmnxcsd MNporpaMMHbIX
KoMnoHeHTOoB KICS:
rnpouenypa pa3BepTbiBaHUS;
MosIHOTa AOKYMEHTauuu;
HeynobcTBa 1 Nnpobaemsl akCnayaTaumu;
HeobXxoAUMOCTb BHEeAPEHUS A0MOJIHUTENbHOIO
dyHKLMOHanNa;
MHble BOMPOCbl Ha YCMOTPEHME Y4acTHUKOB
MUIOTHOIO NPoeKTa.
Mepenaya obpaTHOM CBA3M TakXXe MOXKET OCYLLEeCTBIATLCS
M Ha 6onee paHHMX 3Tanmax MWUIOTHOrO TMpoekTa B
dopmarTe.
dopmaT nepepavnm obpaTHOW CBA3WM onpepenseTcs no
[0rOBOPEHHOCTMU.
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B monosiHeHMe K NepeyncieHHbIM B JOKYMEHTE MaTeprasiaM, MoryT 6biTb NMosiesHbl criegytoline
pecypchbl:

e https://www.kaspersky.ru/enterprise-security/industrial-cybersecurity - canT,

nocesweHHbIn KICS;

o https://www.kaspersky.ru/enterprise-security/industrial-cybersecurity #certification -

cnncok ceptudgukaumn KICS;

e https://ics-cert.kaspersky.ru - cant Kaspersky ICS CERT;

e https://mlad.kaspersky.com - cant Kaspersky Machine Learning for Anomaly Detection;

e https://box.kaspersky.com/f/9a924f698b56405a93ce/ - 0630p HYHKLMNOHANBLHOCTH

peweHunsa KICS for Networks;

o https://www.kaspersky.ru/enterprise-security/industrial-cybersecurity/certification -

cepTudrKaTbl COBMECTMMOCTU NporpaMMHbiX KoMnoHeHToB KICS ¢ pelueHunaMm
NPOMbILLNEHHbIX BEHL0POB;

e https://support.kaspersky.ru/corporate/lifecycle - >KM3HeHHbIN LUK NPOrpaMMHbIX

npoayktoB AO «JlabopaTopus Kacnepckoro»;

e https://support.kaspersky.ru/common/certificates - ceptucdumnkaTol ®CT3IK n ®Chb Ha

nporpaMmmHble NpoayKTbl AO «JlabopaTopua Kacnepckoro»;

e https://regulhub.kaspersky.ru - perynsatopHblin xab;

e https://support.kaspersky.com/help - oHNnaH cnpaBkKa Mo NPoAYyKTaM;

e https://locator.kaspersky.com - cepTudunymnpoBaHHble NapTHEPSI;



https://www.kaspersky.ru/enterprise-security/industrial-cybersecurity
https://www.kaspersky.ru/enterprise-security/industrial-cybersecurity#certification
https://ics-cert.kaspersky.ru
https://mlad.kaspersky.com
https://box.kaspersky.com/f/9a924f698b56405a93ce/
https://www.kaspersky.ru/enterprise-security/industrial-cybersecurity/certification
https://support.kaspersky.ru/corporate/lifecycle
https://support.kaspersky.ru/common/certificates
https://regulhub.kaspersky.ru
https://support.kaspersky.com/help
https://locator.kaspersky.com

e https://box.kaspersky.com/d/1290ec9a671c4599bc58/ - cCbl/IKa Ha NMpe3eHTauuIo no

peweHunto KICS.


https://box.kaspersky.com/d/1290ec9a671c4599bc58/

MLAD PoC Guide

HacTosawmnin [OKYMEHT onucbiBaeT 06U MOPAAOK MPOBEAEHMS MUAOTHBLIX MPOEKTOB
nporpammHoro npoaykta Kaspersky Machine Learning for Anomaly Detection (manee -
MLAD).

B 4acTHbIX cny4asax NMopsanok NMUJIOTHOrO NMPoeKTa MOXXeT ObITb aanTupoBaH NN N3MEHEH
Mo AOroBOpPeHHOCTU MeXxAy YHaCTHUKaMW NMNJIOTHOIO NpoeKTa..
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MLAD - Machine Learning for Anomaly detection

API - nporpaMMHbIN MHTEPGENC NPUTTOXKEHUSA

MMMW - nporpaMmma n MeTognKa NCNbITaHUN

ML - mawmnHHoe oby4veHune (machine learning)

NHdepeHc - ncnosnb3oBaHne obyyeHHoM Mmoaenn ML Ha HOBbIX AaHHbIX

PPP0P0? PPV 000707 V9007077
B nnnoTHOM npoekTe MoryT NpuHMUMaTb y4acTue ciefyrouime opraHmusaumnm:

e 3aKa34MmK - OpraHm3saums, B MHPPACTPYKTYype Uan C UCrNosib30BaHUEM AaHHbIX KOTOPOWN
yCTaHaBamBaeTcsa peweHne MLAD B paMKax MUJIOTHOINO NPoeKTa.

o icnonHuTtenb - opraHnsauns, oTBeTCTBEHHAsA 3a NpoBeAeHMe MUIOTHOMO NpoeKTa B
WHPaCTPYKTYype UK Ha OaHHbIX 3aKa34ynka.

e BeHpop - AO «JlabopaTopus Kacnepckoro». Co CTopoHbl BeHaopa B NMIOTHOM NpoekTe
MPUHMMAIOT y4acTue cnegytowme cCoTpyaHUKN:

NH)XeHep npeanpona>kHOU noaaep>XXKu

CoTpyaHUK, NpeacTaBAAWNN TEXHNYECKYIO 3KCMepTu3y no peweHuto MLAD, TeXHUYeCKyto
MOAOEPXKKY MHXKEHEPOB BHEAPEHUS CO CTOPOHbLI MapTHEpa unn OuctpmnbyTopa (Npn Haan4mn),
a TakKXe OCylWecTBAAWMA BHegpeHUe nporpaMMHbIX KoMMnoHeHToB MLAD B paMkax
MUIOTHOIO MPoeKTa B c/lydae oTcyTcTBuUA MapTHéEpa n OuctpubyTopa

ApXuTeKTop



CoTpyOHMK, MNPenCcTaBASAOWMA TEXHUYECKY 3KCNepTusy no peweHnio MLAD n  gpyrux
nporpaMMHbIX MPOAYKTOB BeHAopa, a TakXe OpraHuM3oBbIBalOWMA B3aMMOOeNCcTBue C
y4YaCTHUKaMUM NMUJIOTHOIO MpoOeKTa CO CTOPOHblI BeHpoopa (opraHusauma BCTpeY, COBELWaHNN n
VMHbIX B3aUMOOENCTBUA B paMKax MUOTHOIMO NMPOeKTa N BHeOpPeHUSA NMporpamMMHbIX NPOLYKTOB
BeHpopa)

MeHep>xep no passutuio 6MsHeca MLAD

CoTpygHMK, MpefoCTaBAsOWNA KOHCY/bTauMio MO BCEM MWHbIM BOMpPoOCaM, KacatwmMmcs
MAJIOTHOrO MpoeKTa W BHeAPeHUA NPOrpaMMHbIX KOMMOHeHToB MLAD B NpoOMbILWLIEHHOW
MHPaCTPYKType 3aKasynKa, 3a UCKJII0HEHNEM TeEXHNYECKNX BOMPOCOB

MeHep>xep no paboTe c K/NO4YEBbIMU KJIMEHTaMM

COpr,D,HI/IK, oTBevalLWwmnn 3a ynpaBJsieHne B3aMMOOTHOLLEHNAMU C 3aKa34nKoMm

Takxe K nuaotTHoMy npoekty MNP HEOBXOOWNMOCTU moryT 6biTb NpuBaeYyeHbl MapTHep 1
AucTtpubyTop

MapTHép

OpraHumsaumsa, KoTopas y4aCTByeT B MUJIOTHOM MPOEKTEe B POJIN UHXKEHepa BHeJpeHus,
paspaboTynka [OOKyMeHTauunm wu/mnn npepocTaBnsetr Heobxoammoe obopynosaHue. Co
CTOpPOHbI [apTHépa y4acTue B MWUIOTHOM MPOEKTE MPUHUMAET WHXEHEep BHeJpeHus -
CoTpynoHuk MNapTHépa, oTBeYaloLWwmMn 3a pa3BepTbiBaHne MLAD B TeCcToBOM cpele Ha obbekTe
3aka3ymka. HeobxoaumocTb y4acTtusa [lapTHEpa B MWIOTHOM MpPOEKTe onpeaenseTcs
3aka34yumkoM. MapTHep onpenenseTcs 3aKa3ymkoMm.

OAucTtpubyTop

OpraHumsauns, KoTopas Yy4yacTByeT B pPOAM UMHXeHepa BHeppeHus, paspaboTymka
AOKyMeHTauun wu/mnm  npepoctasnseTr Heobxoaummoe obopyposaHme. Co  CTOPOHBI
OncTtpnbyTopa y4acTme B NMUIOTHOM MPOEKTEe MPUHMMaeT UHXeHep BHeapeHus - COTpyOHUK
OncTtpnbyTopa, oTBedvalowmMin 3a pasBepTbiBaHMe MLAD B TecToBOM cpefe Ha obbekTe
3aka3yumka. AnctpmbyTop yyYacTByeT B NMUJIOTHOM MNPOEKTEe COBMECTHO C MapTHEPOM uan npwu
oTcyTcTBun [MapTHépa. HeobxogaumocTb y4dactua [OucTtpubyTopa B MUIOTHOM MNpPOEKTe
onpegenseTcsa 3akKa3d4mMKoM.



??2??7?7?7°?7° 27?7?7777 Kaspersky MLAD

Kaspersky Machine Learning for Anomaly Detection (MLAD) — 3To nporpaMMHbIA NPOOYKT,
npefHasHa4YeHHbIM 419 BbIIBNEHNA aHOMani B paboTe NnpoMbllNeHHOro o6opynoBaHMS.

MLAD npefnHa3Ha4YeH ana ooHOBpeMeHHOoro HabnwoaeHnsa 3a 601bWMM KOIMYECTBOM NAapaMeTpoB
TeNIeMeTPUN 1 aBTOMATUYECKOro aHaim3a AaHHbIX C LUesblo:

e BbISIBJIEHUS OTKJIOHEHMWI B paboTe NpPOMbILLIEHHbIX 0O BEKTOB A0 TOro, Kak 3TK
OTKJIOHEHUS CTaHYT NpPeAcTaBAsATb Yrpo3y AN Npou3BOACTBa;

e MOBbILLIEHNA 3ODHEKTUBHOCTN TEXHOSIONMYECKOr0 NpoLiecca, NPoaieHns cpoka Cly>Kbbl
060pyI0BaHNSA U CHUXXKEHUS 3aTpaT He TexHu4Yeckoe ob6Cy)XMBaHNE N PEMOHT;

e BbISIBJIEHUS HETUMUNYHbBIX OEACTBUA COTPYAHUKOB U NPOrpaMMHoOro obecnevyeHus,
BbISIB/IEHVSI MOA03PUTENbHON aKTUBHOCTW;

e pelleHns crneunguiecknx aHaMTUYeCcKnx 3ajay, Takmx Kak aHaJIMTUYECKUIA KOHTPOJb 1
NPeaANKTUBHbBIN aHaNn3.

OokymeHTaums Ha NO MLAD gocTynHa no cceike: https://help.kaspersky.com.

o N A A O A A A M S o SN o o o A o o S Sl S o o o i i

MMAOTHBIN MPOEKT C NCMNOJIb30BaHMEM NPOrpaMMHOro npoaykTa Kaspersky MLAD moxxeT 6bITb
npoBefeH B ABYX pa3/INyHbIX hopMaTax No AOrOBOPEHHOCTU C 3aKa34nKOM:

MUNOTHLIN NPOEKT hopMaTa onanH - npoBoanTca B ohuce NcnonHutens. laHHble onsa obyyeHuns
M NpoBeneHnsa NHPepeHca NpenocTaBnaTCcsa 3aka34ynkoM. PassepTeiBaHne MLAD B
NHPPaCTPYKType 3aKa3ynka He NMpon3BoaunTCS.

MMNoTHBIN MPOEKT hopMaTa OHNaNH - NpoBoANTCA NcnonHnTeneM ¢ pa3BepTbiBaHnem Kaspersky
MLAD B nH(bpacTpyKType 3akasyunKka, C HernocpenCTBeHHbIM NOAKJIIOYEHNEM MPOrPpaMMHOro
NPOAYKTa K UCTOYHUKY AaHHbIX. [laHHble gna obyvyeHna npenocTaBnsaioTCca 3aka3ymMkoM, B TO
BpeMs KakK MH(EepeHC NMpPOoBOAUTCHA Ha NOTOKOBLIX AaHHbIX, NOJlyd4aeMblX UX UCTOYHUKA OAHHbIX.
AnnapaTHoe 1 nporpaMMHoe obecnevyeHne gna passepTbiBaHna Kaspersky MLAD
npenocTaBasgeTca 3aka3ymkoM (Man PpYyruM y4acTHUKOM MUJIOTHOMO MpOoeKTa - Mo
0OroBopeHHoCcTKn). TpeboBaHMA K MporpamMmMHo-annapaTHOMy obecnevyeHuto NpuBeLeHbI B

ookyMeHTauunm Ha MO MLAD (https://help.kaspersky.com).

Co o A N o A M A o o o M o SN A o o o o S A Y S M S S o ol il
B Tabnunue Hnxe npueeneHbl 3Talbl MMJIOTHOIO NMPOEKTa U NX 3a4da4dn.

3tan 3apaum 3Tana
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MpeLBapuTeNbHbIA 3Tan

YcTaHOBOYHaA BCTpeYva y4aCTHMKOB MUJIOTHOMO NpoeKTa

[o Ha4vana npoBefeHns NUJIOTHOrO NpoeKkTa Y4aCcTHUKN
03HAKOMWUIUCb C BO3MOXXHOCTAMM MPOrpamMmMHOro
nponykta Kaspersky MLAD v onpegenuau:

1.
2.

Llenb npoBeneHVs NMUAOTHOIO MPOeKTa.
3apaun, pelaemMble B paMKaXx rnposeneHns
MUJIOTHOI 0 NPOEKTa N KPUTEPUUN OLLEHKN
yCnewHOCT NMMIOTHOIo NpoeKTa.

. TEXHONOrNYEeCKU NPoLLecC Ui eanHULbI

obopynoBaHuUs AJis NpoBeAeHNs MUIOTHOrO
npoekTa.

4, Cpoku npoBefeHnsa NMaoTHOro NpoeKTa.
. ®opmaT NpoBefeHns NUJOTHOrO NpoeKTa

(oHnamH/onamH).

. Ansa oHnanH-popMaTa - BO3MOXHOCTb

yOaNeHHOr o NOAKJIYEHUA K MHPPacTpyKType
3aKas4ymka Ansa passopaynBaHus Kaspersky
MLAD » ero HacTpOWnKMU.

. Ansa oHnanH-chopmaTa - NpoTOoKoN/API ans

noakntoveHnsa Kaspersky MLAD K NCTOYHUKY
OAHHbIX.

. Y4acTHUMKa NUJIOTHOI O NMPOeKTa,

L]

OTBETCTBEHHOr0 3a NpefocTaBneHne
nporpamMmMHo-annapaTHoro obecrneyeHns ons
pa3BepTbiBaHUA Kaspersky MLAD.

OnpepeneHune Kpyra auu, y4acTBYOLNX B
MUIOTHOM MpPOEKTE.

OnpepeneHne y4acTHUKa NUIOTHOMO NPoeKTa
CO CTOPOHbI ICMONTHNUTENSA, OTBETCTBEHHOIO 3a
pa3BepTbiBaHUE MPOrPaMMHOro NpPoayKTa
MLAD B TecToBom cpeae, 06paboTKy OaHHbIX,
co3faHune n obyvyeHne Mogenen n NoaroToBkKy
oTyeTa.

OnpepeneHne y4yacTHMKa NUJIOTHOMO NMpoeKTa
CO CTOPOHbI 3aKa34yuKka, OTBETCTBEHHOIO 3a
B3aVMOAENCTBUNE C NpeacTaBmuTenem
NcnonHuTens B npoLecce npoBefeHuns
MUIOTHOrO NMPOeKTa, B T.4. MO BONpPOCaM
rnepenayuv faHHbIX, obecrnevyeHns 4OCTyMnos,
BblAefIeHNs annapaTHoro obecneyeHuns n T.4.
OnpepeneHne hoopMmaTa B3auMOLENCTBUSA
y4aCTHUKOB MWJIOTHOI O NMpoeKTa: rpynna B
OHOM U3 MeCCEHI>KEPOB, I/IEKTPOHHAsA No4yTa,
ap.



Cbop NCXOAHbIX AaHHbBIX o OrpefeneHne 3aKa34ymkoMm (C NpuBIeYeHnem
OCTasIbHbIX YHaCTHUKaMW MUIOTHOMO NPOeKTa)
nepeYyHs napameTpoB NpoLecca, pefleBaHTHbIX
ANS peLleHns NocTaseHHbIX 3a4a4 NUAOTHOro
NpoeKTa.

Ha gaHHom 3Tane TpebyeTcs npuBaeYeHNE CO CTOPOHbI
3aka34ynka nHXXeHepa-TexXHo0ra nuim NMHoro
crneunanncTa, KOTopblvi CMOXKET Ha CXeMax/MHeMoKaapax
APM 06bSCHUTbL TEXHOJIOMMYECKMI MPOLIeCC, Noka3saThb,
Kakue Teru sBASI0TCSA K/H0YEBbLIMU, KAk MpoucxoanT
peryaypoBaHue Texrnpouecca, Kak bbICTpo MeHsIeTCs
rnpouecc. 34ecb e HeobxoAMMo yTOYHUTb AeTaau,
CBsI3aHHbIE C peLlaeMovi 3agaqvev. Hanpumep, ecauv
peliaeTcs 3afavya aHaJMTUHECKOro KOHTPOJISA, TO
HeobxoanMo BbISICHUTb, B Kakoe BpeMsi bepyTcs rnpobel,
CKOJIbKO fie/laeTCs aHa/ln3, Kak 4acTo ornepaTop
peryavpyeTt napamMeTpbl U T.A4.

e [lpepocTaBneHne 3aKa34MkoM MaccmBa
NCTOPUYECKUX AaHHbIX MO COOTBETCTBYOLMM
napameTpam npouecca, TpebyemMbix ans
co3faHus, obyyeHns n paboTbl NPeanKTUBHbIX
mogenen Kaspersky MLAD, B chopmaTe CSV nnmn
B popmaTe Excel-Tabnuu,.

Tabavuya [OIXKHa coaepxaTb METKU BPEMEHU, UMS Tera u
ero 3HadeHve. OTAesIbHO AJ15 KaXXA0ro Tera A0JIXKHO
6bITb NpPeanoCcTaB/IEHO OnvcaHue, pasMepHoOCTb
(onuymoHasIbHO) M MOPOroBble 3HaYeHNSA (ONUNOHasIbHO).
lMpegoctaBaeHHas a5 06y4eHuns BbiIbOpKa MCTOPUYECKNX
JaHHbIX JOJ/IKHA OXBaTbiBaTb HOPMaJslbHbIV PEXUM
paboTbl 0bopynoBaHusa. Kom4ecTBo To4YeK MHGopMaunmu B
npenocTaBAEHHbIX AaHHbIX U UX ANCKPETHOCTb 3aBUCUT
OT MHEPTHOCTM BbIBPaHHOI 0 AJ151 MNJIOTHOIO MPOEKTa
TEXHOJIOrMYECKOro rpoLecca. 3a OpUEHTUP MOXXHO B35iTb
UcTopuio 3a 2 Mecsla C YacToTou ANCKpeTmnlauum B 1
MUHYTY.

e Mpy NnpoBeneHnn NuaoTa B hopmaTe odnanH
3aKa34uMK TakxXe npenocrtaBnseT BbIbopKy
NCTOPUYECKUX AaHHbIX, MpefHa3HavYeHHYo A4
npoBeneHns nHpepeHca. [laHHas BbiIbopKa
[0JKHa NO3BOJINTb BEpUPULMPOBaATL
pe3ynbTaT paboTbl NPeANKTUBHBLIX MOAeNen
Kaspersky MLAD. K npumMepy, 3TO MOXKET ObITb
BbIbOpKa, coaeprkalllas aHOMasiMio, KOTOPYHo
nosxeH BbIABUTL Kaspersky MLAD B
COOTBETCTBUM C NMOCTaB/EHHbIMU 3a4a4aMu
MUIOTHOrO NMpPoeKTa.

o AHanun3, obpaboTka 1 BepudpmrkKaumsa
npenocTaB/ieHHbIX NCTOPUYECKUX AaHHbIX
NcnonHutenem. MoAroToBKa AaHHbIX A1
rnocnepnytowen 3arpy3kum B Kaspersky MLAD.

e pn NpoBefeHUn NuaoTa B hopmMmaTe OHNANH
onTUMasbHbIM criocobom aBnseTcs
rnepeoHa4YajsibHas yCTaHOBKa, HacTpoOnkKa,
MMMOPT AaHHbIX, CO34aHue n obyvyeHune
mogenen B Kaspersky MLAD Ha floKasibHOM
KOMMblOTEpe, Nocsie Yero pe3epBHyo KONUto
HaCTPOEHHOW JIOKaJIbHOM UHCTaNAALNN MOXHO
Da3lBEeDHVThL Ha obLekTe.



[MoaroTtoBka MHPPaACTPYKTYpPbl 3aKa3vynka K
pa3BepTbiBaHUIO TECTOBOW Cpelbl
(Npn nposefeHUn NnIoTa B (hopMaTe OHMNANH)

Pa3BepTbiBaHME TECTOBOW Cpenbl
(npwn NnpoBegeHnn NunoTa B popMaTe OHNAMH)

e [MpenocTaBfieHe OTBETCTBEHHON CTOPOHOM
nporpamMmMHo-annapaTHoro obecrneyeHuns
(nanee Cepsep) 415 pa3BopadnBaHums
Kaspersky MLAD B nHppacTpykType
3aka34uka. lNpoBepka Toro, 4To BelbpaHHOE
Ana npoBefeHunsa nunoTta obopynosaHue
yooBneTBopseT TpeboBaHMAM K annapaTHOMY
1 nporpaMMHoMy obecrneyeHunto ons
YCTaHOBKN MPOrpaMMHbIX KOMMOHEHTOB
Kaspersky MLAD.

o [MpepocTtaBneHme NicnonHUTeNO BCEX
[OCTYNOB K MH(PPaCTPyKType 3aKa3yumka,
HeobXxoAUMbIX 0519 pa3BOpayYnBaHUA U1
HacTponkn Kaspersky MLAD.

e ObecneyeHue ceTeBoro noctyna ot Cepsepa
Kaspersky MLAD 00 UCTOYHMKA AaHHbIX 45
noJly4eHns NOTOKOBbLIX AaHHbIX.

e MpepocTtasneHme TectoBbiX (NFR) AnueH3nn
Ha CPOK He MeHee 0HOro, Ho He Bonee Tpex
MecsaueB B o6beme, HeobxoaMMOM A1
peann3aummn TecToBon cpeabl. JaHHble
JINLLEH3MN NCMNOJIb3YIOTCH TOJIbKO ANA Lenen
MUIOTHOIO MpoeKTa.

e YCTaHOBKa NPOrpaMMHbIX KOMMNOHEHTOB
Kaspersky MLAD Ha npepocTaBneHHbIn CepBep
B MH(PaCTPYKType 3aKa3vnka
(NpegoHacTpoeHHas pe3epBHas Konusa nam
HOBas MHCTaNNALNA).

Ecnv pa3BopaynBaeTcs yxxe rnpeaHacTpoeHHas
WMHCTaJIIUNS, TO M0C/Ie AAaHHOIO LWara MOXHO
rnepexoanTb HeNMocPeaCTBEHHO K HAaCTPOVKe KOHHEKTOPAa
M MOAKIIIOHEHUIO K UCTOYHUKY AaHHbIX.

o Co3naHune nepeyHsa akTmeoB B Kaspersky MLAD
B COOTBETCTBMU C NepeyHeM Teros npotecca,
npenocTaB/ieHHbIM 3aKa34nKoM.

e 3arpy3ka UCToOpuUYecKkunx AaHHbIX B Kaspersky
MLAD.

e Co3faHne HeobXoAMMbIX Pa3MeTOK U MoAenen
B Kaspersky MLAD.

o Oby4yeHMe co3maHHbIX Moaesien Ha obyyatoLlen
BbIBOpKE NCTOPUYECKNX AaHHbIX,
Bepudmnkaumsa pesynbTaToB 0by4eHuns.

o Co3JaHne N HacTponKa KOHHeKTopa B
Kaspersky MLAD ns19 nofkao4eHus K
NCTOYHUKY AaHHbIX. [poBepKa
paboTocnocobHocTn.



Pa3BepTbiBaHME TeCTOBOW Cpefbl
(Npy NnposefeHUn nNunoTa B hopMaTe ohnarH)

MpoBepeHne ncnbiTaHuin
(Npn NnposBefeHUn NunoTa B hopMaTe OHMNANH)

lMpoBeneHne ncnbiITaHNn
(Nnpy NnpoBepeHUn NunoTa B hopMaTe odiarH)

e MpepocTtaBneHne TecToBbiX (NFR) nuueH3unmn
Ha CPOK He MeHee 0HOro, Ho He Bonee Tpex
MecsueB B obbeme, Heobxognumom AN
peanvsaunmn TecToBon cpebl. JaHHble
JIMLLEH3MN UCMOJIb3YIOTCS TONIbKO ANA Lienen
MAUIOTHOIO NPOEKTa.

e YCTaHOBKa NpPOrpaMMHbIX KOMMOHEHTOB
Kaspersky MLAD B nHcpacTpykType
McnonHnTtens.

e Co3naHue nepeyHs akTnBoB B Kaspersky MLAD
B COOTBETCTBMU C MepeyHeM TeroBs npowecca,
npenocTaB/ieHHbIM 3aKa34ynKoM.

e 3arpy3ka Uctopmyeckunx daHHbolx B Kaspersky
MLAD.

e Co3aaHMe HeobXoAUMbIX Pa3MeTOK 1 Moaenen
B Kaspersky MLAD.

o Oby4yeHMe co3daHHbIX Mogesiel Ha obyyatoLlen
BbIOOpPKE NCTOPUYECKUX AaHHbIX,
BepudmKaumsa pesynbTaToB 06y4eHus.

e 3anyck oby4yeHHbIX MOAeNen Ha NOTOKOBbIN
MH(epeHC.

e HakonneHne nporHo3MpyembIX aHHbIX B
obbeme, 4OCTAaTOYHOM AN AEMOHCTPaLLUN
peLleHns NocTaBs/IeHHbIX 3a4a4 NMUJIOTHOroO
rnpoekTa.

e [leMOHCTpaunsa pe3ynbTaToB paboThbl
NpenouKTUBHbBIX MOAeNIen U peLleHuns
MOCTaBJIEHHbIX 3a4a4 MUIOTHOr O NpoeKTa
3aKa34yuky.

o OchopmneHune pesysibTaToOB NMPOXOXKAEHUSA
NCMbITaHU B BUAE NTOrOBOr0 OTYeTa.

B crny4Yae BO3HMKHOBEHMSA Yy 3aKa34yMkKa 3aMedaHunin K
paboTe nporpaMMHbIX KOMNOHeHTOB Kaspersky MLAD nnan
MPOXOXXAEHUIO UCMbITAaHUI, 3TO TakXXe (UKCUPYeTCH B
oTvyeTe.

e 3anyck oby4yeHHbIX MOAeNen Ha NCTOPUYECKUIA
NH(EPEHC C NCMOJIb30BaHMEM TECTOBONA
BbIOOPKN NCTOPUYECKUX AaHHbIX,
npenoCcTaBs/IEHHbIX 3aKa34MKOM.

e [leMOHCTpaumnsa pesynbTaToB paboThbl
NpeanKTUBHbIX MOAEeNen 1 peLleHmns
NMoCTaBJIEHHbIX 3aZ.@4 MUJIOTHOIO NMpoeKTa
3aKa34uky.

e OhopmJsieHME pe3yibTaTOB MPOXOXKAEHUSA
NCNbITaHUA B BUAE UTOMOBOIro OTYeTa.

B cny4ae BO3HMKHOBEHUS y 3aKa34ymMKa 3aMevYaHunin K
paboTe nporpamMMHbIX KOMNoHeHTOB Kaspersky MLAD nnan
MPOX0XKAEHWNIO NCMbITAaHUI, 3TO TakXxe PuKCnpyeTcs B
oTyeTe.



PeweHne npobnem, BO3HMKLLUNX B XO4€ pa3BepTbiBaHUSA Ona ycTtpaHeHus owmnbok n cboes B paboTe NporpaMMHbIX

TEeCTOBOW cpefibl U MPOBEAEHUSA UCMbITAHUIA komnoHeHToB Kaspersky MLAD BO BpeMsi MUJIOTHOIO
npoekTa MicnonHuTens npenocTaBnaseT noapobHoe
onuncaHune npobnembl HXXeHepy npeanpoaakHom
nognep>Xxkun BeHpopa.

ecnu VIHXeHep Npeanpofa’kHou Noanep>Xkn BeHgopa He
MO>XET NMOMOYb C PELLUEHMEM BO3HUMKLIEN npobnemsl, TO
NH>XeHep BHeOpeHuUs 3aBOAUT KENC Ha nopTase
nonaep>xkun BeHnopa (

https://companyaccount.kaspersky.com/) n nanee cnenyet

WHCTPYKLUMSAM NHXXEHEPOB TEXHNYECKOW NMOALEPXKKN B
YacTtn cbopa AONONHNTENBbHON NHGOPMaLun 06 ownbke
nnn cboe n BbINONHEHNSA OENCTBUIA B TECTOBOW Cpefe no
NX YCTPaAHEHMIO.

MunoTHasa akcnayaTaumns (Nnpy HeobxoaMMoCcTn) lMocne pa3BepTbIBaHMSA TECTOBOW Cpeabl, HACTPONKMN
nporpamMmMHbIX KoMrnoHeHToB Kaspersky MLAD un
3aBepLUeHns NCNbITaHUIN NO XXeNaHUo 3aKas4vnka,
NMPOOYKT MOXKET OCTaTbCH B MUJIOTHOW 3KCAyaTauum A0
OKOHYaHUA CPpOKa OENCTBUSA KJIHOYEN, BbIMYLLEHHbIX NOL
MUIOTHbLIN NPoeKT. Ecnm y 3akas4ynka ecTb
HeobXxoAUMOCTb YBENINYUTb CPOK AEACTBUSA OMbITHON
3KCMnyaTaumm, 3To 06Cy>aaeTcs OTAENbHO C
MeHep>xepom no passutuio busHeca Kaspersky MLAD
BeHpopa.

OueHKa pe3yibTaToB MUJIOTHOIO MpPoeKTa o OpraH13aLms ceccumn Ans OLEHKM
pe3ynbTaToB MUJIOTHOMO NMPOEKTa.
o OnpepnenieHne CTeNeHn yCrewHocTr
MUWJIOTHOIO NMPOEKTa B COOTBETCTBUM
NMOCTaBIEHHBIMU LEeNsMn 1 3aJadvamMu.
e CornacoBaHue ganbHeNLWNX Waros nocjie
3aBepLUEHNS MUIOTHOMO NPOEKTa.

C6op obpaTHOM CBA3M C6op VH>XeHepoM NpeanpoiakHo noanep>xkn BeHgopa
obpaTHOM CBSA3M OT APYIrMX Y4aCTHUKOB MNUIOTHOIO
rnpoeKkTa 0 BOMPOCax, KacakLlwmxca NnporpaMmMHbIX
KoMnoHeHTOB Kaspersky MLAD:

e Mpouenypa passepTbiBaHUS,

e MOJIHOTA OOKYyMeHTauuu,

e Heyno6cTBa 1 Npobnembl aKCNyaTaumu,

e He0bX0ANMOCTb BHEAPEHUSA OOMNOIHUTENLHOIO
hyHKLVOHanNa;

e NHble BOMPOCHI HA YCMOTPEHME YH4aCTHUKOB
MAUIOTHOIO NPOEKTa.

Mepenaya obpaTHOM CBA3M TakXXe MOXeET
OCyLeCTBNATbLCA N Ha 6onee PaHHUX 3Tanax NMJI0OTHOro
npoekTa B hopmaTe.

@OpMaT nepepnaqun 06paTHOI7I CBA3U onpependeTcd no
[LOrOBOPEHHOCTM.
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https://companyaccount.kaspersky.com/

B monosHeHne K NepeyncieHHbIM B JOKyMeHTe MaTepuasiaM, MoryT 6biTb NMosiesHbl ciegytoline
pecypchbl:

e https://mlad.kaspersky.com - cant Kaspersky Machine Learning for Anomaly Detection;

o https://www.kaspersky.ru/enterprise-security/industrial-cybersecurity - canT,

nocesweHHbIn KICS;

o https://www.kaspersky.ru/enterprise-security/industrial-cybersecurity #certification -

cnncok ceptudgukaumn KICS;

e https://ics-cert.kaspersky.ru - cant Kaspersky ICS CERT;

e https://os.kaspersky.ru - cant Kaspersky OS;

e https://box.kaspersky.com/f/9a924f698b56405a93ce/ - 0630p HYHKLMNOHANBLHOCTH

peweHunsa KICS for Networks;

o https://www.kaspersky.ru/enterprise-security/industrial-cybersecurity/certification -

cepTudmrKaTbl COBMECTMMOCTU NporpaMMHbiXx KoMrnoHeHToB KICS ¢ pelueHuamum
MPOMbILIEHHbIX BEHLOPOB;

e https://support.kaspersky.ru/corporate/lifecycle - >KM3HeHHbIN LUK NPOrpaMMHbIX

npoaoykToB AO «JlabopaTopusa Kacrnepckoro»;

e https://support.kaspersky.ru/common/certificates - ceptudumnkaTol CT3IK n ®Chb Ha

nporpamMmMmHbie NpoayKTbl AO «JlabopaTopus Kacnepckoro»;

e https://regulhub.kaspersky.ru - perynatopHbin xab;

e https://support.kaspersky.com/help - oHNaH cnpaBka Mo NPoAYyKTaM;

e https://locator.kaspersky.com - cepTugunymnpoBaHHble NapTHEpPSI;

e https://box.kaspersky.com/d/1290ec9a671c4599bc58/ - cCbika Ha Npe3eHTauuto Mo

peweHuto KICS.
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https://www.kaspersky.ru/enterprise-security/industrial-cybersecurity/certification
https://support.kaspersky.ru/corporate/lifecycle
https://support.kaspersky.ru/common/certificates
https://regulhub.kaspersky.ru/
https://support.kaspersky.com/help
https://locator.kaspersky.com/
https://box.kaspersky.com/d/1290ec9a671c4599bc58/

KICS for Networks. ??7?7?7?7?7°

BoT obuise pekoMeHaauun no obecrnevyeHUto BbICOKOW npousBoauTensHocTu KICS for

Networks:

1. Ncnonb3oBaTb pacnpefesieHHylo cxeMy pa3BepTbiBaHUs ¢ CepBepoM W BHELUHUMMU
ceHcopamu.

2. HacTpamBaTb MocTynjeHne TpadurKa MPOMbILLJIEHHON CETU Ha TOYKU MOHUTOPUHra

CeHcopoB B nepBylo o4epenb. CeHcopbl obecne4ymBaloT CHUXXeHWEe Harpy3km Ha Cepsep
nMporpamMmsbl 3a CcHeT npenBapuTenbHon 06paboTkn TpahmKa N XPaHEHNA OaHHbIX.

3. 3apencteoBaTb Ha CeHcopax He 6onee 4 TOHYEK MOHUTOPUHIA N3 8 AOCTYMHbIX.
4. PekoMmeHayeMble npeaenbHble 3Ha4YeHNA CKOPOCTM BXOAALLEro Tpaduka COCTaBASAOT:
500 M6wuT/c - onsa y3na Cepsepa;
250 M6uT/c - pna y3sna CeHcopa.
5. CyMmMapHbIn obwmnin o06bé€m Tpaduka, mocTynatowiero Ha CepBep OT CEHCOPOB U
COBCTBEHHbIX TOYEeK MOHUTOPWUHIa He [oJKeH npeBblwaTb 1 [6GuT/c. B cnydae, ecinm
npenycmaTtpuBaeTcsa obpaboTka 6onbluero o6béma Tpadhurka obpaTUTECh K CBOEMY MEHEOXKEPY B

AO «JlabopaTopus Kacnepckoros.

6. Y4yuTbiBanTe BO3MOXXHbIE PUCKN HEMOJSTHON NN HEKOPPEKTHOW OLEeHKKN obbeMa Tpaduka,
a Tak>Xe COOTHOLEeHNE CTOMMOCTW cepBepHOro obopynoBaHua n nuueHsunm Ha MO. UHorpa ctonT
nepecTpaxoBaTbCA M 3a710XMUTb 6onee MowHoe obopynoBaHMe, 4YeM Ha NMYyCKOHaagKe BbIACHUTD,
4yTO:

Tpacdumka bynet 6onblue, YEM NAAHNPOBANOCh;
cepBepHbIX MOLLHOCTEN HeL0CTaTOYHO, @ CpeACTBa 3aKa3ymKa y)Ke NnoTpayeHbl;

caoaTb CUCTEMY MOHUTOpUHra ceTm ACY TIl B CPOK He MOJIY4UTCS, MOTOMY 4YTO 3aKyrka
HoBoro o6opyanoBaHMs 3aHMMaeT BPeEMS N MHOrAa CyLeCTBEHHOe.

7. Y4yuTbiBaTe BO3MOXHOCTb MoaepHusaumm cuctemol MoHUTOpUHra KICS for Networks B
byaywieM: NnoakaoyYeHne 4onoNHUTENbHbIX UAManoB 3aka3dunka, cunctem n obopynoBaHus.

PekoMeHZauun rno KOHMUrypaLumnsamMm cepBepos:



CPU

RAM
SSD

CPU

RAM
SSD

3aBuUCUT OT cymMapHoro obbema Tpaduka, NoCTynatoLero
Ha CepBep:

0o 1000 MéuT/c: Intel® Xeon® Gold 5218R CPU @ 2.10
GHz

o 540 M6uT/c: Intel® Core™ i7-10700 CPU @ 2.90 GHz

0o 230 MéuT/c: Intel® Xeon® Silver 4112 CPU @ 2.60
GHz

0o 200 MéuT/c: Intel® Xeon® Bronze 3206R CPU @ 1.90
GHz
6416
2 TB NVMe SSD

PekomeHOauwuu no KOH(pVIpraLI,I/IFIM CEHCOpPOB:

3aBNCUT OT CyMMapHoro obbema Tpadumka, NoCcTymnatoLero
Ha CeHcop:
0o 1000 M6uT/c: Intel® Core™ i7-10700 CPU @ 2.90 GHz
no 400 MéuT/c: Intel® Core™ i5-7500 CPU @ 3.40 GHz
32T6
1 TB NVMe SSD

Ons Bepudurkaumm BbibpaHHOro o6opyioBaHNA obpaTUTECh K CBOEMY MEHEO KEPY B

AO «JlabopaTopusa Kacnepckoro».



