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NHdopMaumns, npuBegeHHasa Ha AaHHOW CTpaHuLe, ABasgeTcsa pa3paboTkon KoMaHabl pre-
sales u/unm ICS community n HE aBnsieTca opuuUnaibHON peKOMeHAaLUnen BEHO0PaA

OduumnanbHas OOKyMeHTauus No AaHHOMY pa3aeny npuBeneHa B OHNaMH-crpaBke Ha

npoaykT: https://support.kaspersky.com/KICSforNetworks/4.3/ru-RU/83112.htm

Ybenontechb, 4TO BCe MYHKTbl U3 CTATbU MOATOTOBKH cobntoaeHsbl

AKTyaNbHble A5 pa3BEPTbIBaHUS 3anpocuTe y coTpyaHnKoB JlabopaTopun Kacnepckoro

tdddddddiddiddidddsdddddddd

LeHTpasM3oBaHHasa yCTaHOBKa npeanonaraeT ncnoab3oBaHme yctaHoBku KICS for Networks
yAaneHHo no ssh.

Ons aToro Ha y3ne, roe bygeT NnponcxoanTb YCTAaHOBKA HY>KHO M3MEHUTb NapameTpbl ssh.
sudo nano /etc/ssh/sshd_config

Mocne 3Toro Hago N3MEHUTb CTPOKY
#PermitRootLogin prohibit-password
Ha

PermitRootLogin yes

Mocne KaXxAoro NCMoJsIb30BaHUS CKPUMNTa LLeHTPasIM30BaHHOM YCTAaHOBKN KOMMNOHEHTOB
nporpamMmbl (B TOM Yyncie ANs LEeHTPASIN30BAHHOMO YAANIEHUS UAW AN YCUNEHWSA 3aLUUTbI
KOMMbIOTEPOB) B Liesiax 6e3onacHoCTn TpebyeTcs 3aKpbiTb AOCTYMN K KOMMbOTEPaM Mo
npoTokoay SSH. Bbl MO)KeTe 3aKpblTb AOCTYM, UCMOJIb3Ys KOMaHAY B KOHCOU



https://support.kaspersky.com/KICSforNetworks/4.3/ru-RU/83112.htm
http://91.184.244.141/books/instrukcii/page/podgotovka-os-dlia-razvertyvaniia-kics-for-networks

OonepaLmoHHON CUCTEMbI KOMMblOTEpPa sudo systemctl disable --now sshd . [Ans
rnocnepytouiero B0306HOBEHNS OCTYMa N0 NPOTOKOAY SSH (ecsin BO3HUKHET
HGOﬁXO,ﬂ,VIMOCTb B MOBTOPHOM NCMOJIb30BaHNWN CKPUMTa LLeHTpaﬂMBOBaHHOVI YCTaHOBKMU
KOMMNOHEHTOB MNPOrpamMMbl) Bbl MOXKETE UCMOJIb30BaTb KOMaHAy sudo systemctl enable --now
sshd .

Mocne 3Toro Heo6X0AMMO Pa3apPXMBUPOBATL YCTAHOBOYHbIN apXNB KOMaHO0MN:

sudo tar -xzvf kicsdnet-release <HoMep Bepcuum nporpammbl>.tar.gz
nepenTn B AUPEKTOPULO:

cd kicsdnet-release <Homep Bepcuu nporpammbi>/linux-<sepcus guctpubyTtmea: astra | centos>/
7 3anycrute CKpunTt LI,eHTpaﬂI/I3OBaHHbII7I YCTaHOBKWN KOMaHD,OIZ:

sudo sh ./kics4net-deploy-<HomMep Bepcuu nporpammbl>.bundle.sh/

JoxanTech 3aBepllieHnst paboTbl CKpunTa.

Mocne yctaHoBku Beb-nHTepdenc KICS for Networks 6yageTt goctyneH no agpecy https://<IP agpec
cepsepa>.

P00 2000707070777

P00 2070?2777

[ns nokasbHOM YCTAaHOBKN HEOOXOAMMO pa3apXmMBMUPOBaTb YCTAHOBOYHbIN apX1UB KOMaHOON:

sudo tar -xzvf kicsdnet-release <HOMep Bepcuu nNporpammel>.tar.gz

Mocne 3Toro nepenTn B ANPEKTOPUIO:

cd kicsdnet-release <Homep Bepcuu nporpammbi>/linux-<Bepcus guctpubyTtmBa: astra | centos>/

M 3anycTTb CKPUNT YCTAHOBKW CO CAeAYOWNUMN napaMmeTpamm

sudo sh ./kicsd4net-install.sh --server --product-language=<english | russian>

JoxauTech 3aBeplleHns paboTel ckpunTa kics4net-install.sh.



YT006bl IOKaNbHO yCTaHOBUTbL ceHcop Kaspersky Industrial CyberSecurity for Networks
BbIMOJIHNTE KOMaHAyY sudo sh ./kics4net-install.sh --sensor

Mocne yctaHoBku Beb-nHTepdenc KICS for Networks 6yaeTt goctyneH no agpecy https://<IP agpec
cepBepa>.

Revision #3
Created 24 July 2025 11:32:46
Updated 17 November 2025 09:11:31



