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[aHHbIA pa3aen cCoaepXuT onrucaHmne npouecca Co3aaHns NopTaTUBHOINo ckaHepa (Ha 0bblYHOM 1
3aWMLLEHHOM (hdLW-HaKonnTene), a Takxe ocobeHHOCTN paboTbl C HUM.

e Co3aHMe NOPTaTUBHOIO CKaHepa Ha (ell-HakonuTtene

e /Icnosib30BaHMe MOPTAaTUBHOIO ckaHepa (v4.0) Tunosble Npobaemsl

e Icnosib30BaHMe MOPTAaTUBHOIO ckaHepa (v4.0) Tunosble cueHapun 1 NocT obpaboTKa
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MopTaTuBHLIN CKaHep npenctasnseT cobon noptaTuBHyto Bepcuto KICS for Nodes, He TpebytoLyto
YCTaHOBKWN Ha KOHe4yHoW y3en. NopTaTUBHbIN CKaHep 3anuncbiBaeTcs Ha CbeMHbIN anck no USB. OH
noaxoauT AN PEerynsapHOro CKaHMpOBaHMSA U30JIMPOBAHHbLIX MoAcMcTeM, 06opynoBaHMSA, a TakxXe
rOCTEBbIX YCTPOWCTB, Ha KOTOPbIX HEBO3MOXXHO Pa3BEPHYTb MOJIHOPYHKLMOHAIbHOE PELLEHME.

PPV PP PPV PPV 77?77?77

Hu>xe npuBeneHbl TpeboBaHWs ANsi co3gaHusa MopTaTUBHOIO CKaHepa:

e MoakntoyaeMbint Mo USB cbeMHbIn anck ¢ 2 'b ceoboagHOro mecTa.

e YcTaHoBNeHHas nporpaMMa Kaspersky Industrial CyberSecurity for Nodes ¢ KOMNOHEHTOM
MopTaTUBHbLIN CKaHep.

e [lenctButenbHasa nnueH3na Ha Kaspersky Industrial CyberSecurity for Nodes.

e [lenctButenbHaa nnueH3nsa Ha Kaspersky Industrial CyberSecurity for Nodes Portable
Scanner.

PPV VVP7D P PPV PPV ?9?7?7?77?77

B kayecTBe y3na ANS CO34aHUS MOPTATUBHOrO CKkaHepa HeobxoAMMO MCMNOMbL30BaTb Yy3en, Ha
KOTOopoM pa3BépHyTa Bepcua KICS for Nodes 4.0 n obHoBNEHbI aHTUBUPYCHbIe 6a3bl 40 NOCAeaHUX
aKTyaJIbHbIX BEPCUIA.

LWar 1.

B ob6nactu yBeooOMNEHUN B KOHTEKCTHOM MeEHI0 3Hayka nporpamMmmbl BbibepuTe OTKPbIThH
JnarHocTnyeckoe okHo. [lanee BbibepuTe onumMio CO34aHMNS NOPTATUBHOIO CKaHepa.



Kaspersky Industrial CyberSecurity for Nodes kaspersky

Protection status
Real-time protection status

Statistics Real-time protection is partially on.

Currently active: Real-Time File Protection, Exploit Prevention (notify only)

Current application

activity

Portable scanner creation wizard
Troubleshooting

Licensing & Welcome to the Portable scanner creation wizard!

License key: 376 g A Portable scanner will be aeated on the selected removable drive after

Kaspersky Industrial 57873f1d configuring its parameters.

CyberSecurity for Nodes License expiratiol
4.0 Console 11/15/2025 3:00

Help

Settings import
You can load the Portable scanner parameters from the XML file

you prepared earlier. The downloaded parameters can be
viewed and changed on subsequent pages of the wizard.

< Back

LWar 2.

HobaBbTe han KAoYa, KOTopbI HeobxoomMM O CO34aHMUsA NOPTAaTUBHOIO CKaHepa. VMIHdhopMaums
0 NMueH3nm oTtobpasnTcsa B OKHe MacTepa.

Lar 3.

Mpn HeobXOAUMOCTU MOXXHO BblIOpaTb AOMOJIHUTEsIbHbIE OMUUW: COXPaHeHUe TpadukKa CeTeBbIX
NHTepPdEeNCoB N BbiNoJHEHNE ayanTa 6e30MacHOCTN NPOBEPSIEMbIX YCTPONCTB.
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Portable scanner creation wizard

Portable scanner actions

[“]Scan selected area with antivirus bases

L™

[ Record traffic from all network interfaces

[~] Perform security audit

The settings for selected actions will be shown on the next pages.

Lar 4.

CnepyownMm wWwaroMm HacTpamBaeMm o06naCTb CKaHMpOBaHMA. PaccMOTpuM MpuMep HaCTPONKKN
obnacTn ckaHupoBaHuA Ona ckaHepa co3gaBaemoro KICS for Nodes 4.0, aBHbIM o06pa3om
NCKJTIOYaoLWNiA:

e CKAHMPOBaAHME CeTeBbIX MAMoK y3sa, B TOM YUC/ie CUCTEMHOW CeTeBOW Manku, KoTopas
Kak MpaBuMiO0 WUMeeTCs Ha Yy3nax nod ynpasneHmem OC Windows, Bo wu3bexaHue
MOBTOPHOIO CKAHWUPOBAHUS HECBHEMHbIX [OWUCKOB YCTpohcTBa; J,aHHOe pneWcTBue
PEeKOMEeHA,0BaHO A1 COKPaLLEeHUs BpeMeHU CKaHUPOBaHUsA

e CKaHMPOBaHME CbEMHbIX HakonuTeneln; laHHOe AeUCTBUE ONLMOHAJILHO

e CKAHMpPOBaHMe ornpenenéHHom rManky, KoTopas no TOW UAWM UHOW MNPUYMHE He AO0JIKHA
nonacTb B 0611aCcTb NpoBepku. flaHHOe AeUCTBME ONULUOHAJIbLHO

IOns Bbibopa NCKOYEHUN NX HeEoBXoaAMMO 0006aBUTb B CMNCOK SABHbIM 06pa3oM. AflbTEPHATUBHbLIM,
HO He MeHee 3(pPeKTUBHbIM crocobom MoxxeT bbiTb ncknveHne obnactm My Computer n SBHbIN
BbI6Op HakonuTesnen, KOTopble NoANeXXaT CKaHMPOBAHMIO.
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Portable scanner creation wizard 3

2 | Scan area . Add

] BlMy computer
[] g Shared folders
D\.ﬂLocal removable drives

Remove

D C:\test exd

Scan objects: all objects A
Archives: scan

Packed objects: scan

Action to perform on infected and other objects: notify only

Limit scan time: stop scanning if it takes longer than 60 sec.

Limit size of scan objects: do not scan compound objects larger than 100 MB

The rest of scan settinas are available in the Scan settinas dialoa s

. <Back [ Next> | | cancel | Help

B OCHOBHbIX HAaCTPOMNKax CKaHNPOBAHMA MOXKHO BblIbpaTb UCKOYEHNA ONA TUNOB COCTaBHbIX
06bekToB, MMbBO 0CTaBUTb BLIBOP MO yMOAYaHMIO.
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Scan settings

General Additional Performance

Scan objects
(@) Al objects
3 () Objects scanned by format
a () Objects scanned according to the list of extensions specified in the anti-virus database

() Objects scanned by specified list of extensions:

[ scan disk boot sectors
[ scan alternate NTFS streams

Scan of compound objects

[“] Archives []Packed objects
[] SFX-archives (] Plain mail
[C]email databases Embedded OLE-objects

Lar 5.

B paclimpeHHbIX HacTponkax Ans NepBUYHOro CKaHMPOBaHUS LienecoobpasHo yCTaHOBUTbL OMUMIO
«TOJIbKO MH(OPMUPOBaTbL». MNMpu 06Hapy>XeHUN BPeAOHOCHbIX 06BEKTOB OKOHYaTesIbHOE peLleHne
0 OENCTBUSIX MOXXHO OyJeT MPUHATbL NPU NocieayloWeM CKaHMPOBaAHUKU, NMpeaHasHAaYeHHOM OJis

Le3NHdeKUMnN yCTPONCTB.

llar 6.

3 uenax onTMMMU3auUM BPEMEHW MNPU CKAHWUPOBAHUM OAHOTUMHLIX Y3/10B NGO MHOrOKpaTHOM
rMpoBepKe OOHOro yCTPOMCTBa uenecoobpa3Ho 3agencTBoBaTb TexHonoruto iChecker B paspene
HaCTpOeK NpPOM3BOANTENbHOCTU. [LOMONMHUTENbHO O/ MOBbLILEHMS CKOPOCTU peKoMeHayeTCs
nponyckaTb COCTaBHble 06beKTbl (apxuBbl) pa3mepom bosee 100 Mb, a Takxe 006BbeKTbl C

paC‘-IéTHbIM BpeMeHeM MNMpPoOBEPKU, NMpeBbLILLALWLINM 60 CeKyHA.
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Scan settings

General Additional Performance

Exdusions
[ ]Exdude files:

[[JDo not detect:

Advanced settings
[ stop scanning if it takes longer than (sec):
[ Do not scan compound objects larger than (MB):
[ Use iChecker technology

lar 7.

epen Haya/ioM Co3[aHNS CKaHepa PEKOMEHAYETCS BU3YyaJibHO MPOBEPUTL BblOpPaHHbIE HACTPOMKN.
Bce yKasaHHble Ha 3TOM Ware AOencTema M o6NacTU CKaHUPOBaHMA OyayT COXpaHEeHbl B
KOH(PUIYPaLIMOHHbLIA al CKaHepa W MPUMEHEeHbl Mo yMon4YaHuto. Mpyn HeobxoaAUMOCTU 3TU
HaCTPOMKM MOXHO M3MEHWUTb MNpPU 3arnycke CKaHuMpoBaHWSA, 006aBMB COOTBETCTBYHOLLUME KIIOYMK
KOMaHOHON CTPOKMU.

lar 8

Ecnn Bbl BbIBMpann fONONHUTENbHbIE ONUNK, TaKMe KaK 3anncb Tpadurka n ayamt 6eszonacHocTy,
TO Ha crefyWmMx Wwarax HeobxoanMMo yKasaTb HaCTPOWKK ANS 3TUX onuuin. Hanpumep, Ha ware
BoibOpa OencTBur ONA 3anucu Tpadumka C CeTeBbiX UHTePdEeNnCcoB CKaHMPYeEMOro yCTPOWMCTBa
pPEeKOMEeHAYyeTCsa orpaHnyYnTb BpeMs 3anmncmn 30 cekyHaamu.

Ha sTane Bbibopa mencteBuin no npoBepke 6e30MacHOCTU KOHUrypauunm criegyeTt
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3aflaTb Habopbl MpaBus, KoTopble OyAyT 3a4eliCTBOBAHbI B Xo[e NpoBepku. Ons paclumpeHus
oXBaTa OMepaLMOHHbLIX CUCTEM OOMYCTMMO BbiOpaTb BCce Habopbl 3a WUCK/IYEHWEM MNoC/enHero
(TecToBOro). Mpn ycnosuu, 4To NnepeveHb onepaLnoHHbIX CUCTEM N3BECTEH 3apaHee, AoMnyCcKaeTcs
BbIOOP TO/IbKO COOTBETCTBYOLLNX HABOPOB.

lar 9

Ha 3aknio4ntenbHOM ware Heobxogmmo BbibpaTb ULeneBoe YCTPOMUCTBO, KOTopoe bOynert
MCMONb30BaHO ANA CO3[aHMA NOPTaTMBHOrO CKaHepa (USB-HakonuTenb): CcTaHAapTHbIN dneww-
HakonuTesnb, Wan 6e3onacHbIn HakoNUTENb.

Portable scanner creation wizard

Choose the removable drive on which the Portable scanner will be created:
(® Removable drive

5l
D:\ 7 Available space on disk: 29270MB
2 : Space required: 514MB
0
() Secure removable drive

[[]Check the data of the Portable scanner after it is created

Update

Application database is extremely out of date.
Database release date: 10/1/2025 11:22:00 AM (UTC).

e3ysibTaTe OyAeT co3faH Ha hn3L-HakonuTesie MopPTaTUBHbLINA CKaHep.
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“shazse™: "275a021bbfbeagdesddar1asef rdbodies3fosaSec2fezaledasIgaabfasifdaf” L]
b

“threatstatus™: "uUntreated”,

“untreatedreason”: “Reportonly”

b

L
“wersion™: 2,

“messageType”: 4,

SwedsapeTinestamp™: "2006-07-01T09:47:17. (000000302 ,

“issilent”: sfalse,

“threatInfo™: {

“werdicthame”: “HEUR:Trojan.Script.Generic”™,

“recordId”: 36859918,

“databaseTimestamp™: “2026-96-25T02:33:00 ., 0000000002" ,

“detectTechnology™: "av",

“processingMode™: “OnDemand”,

“threatld”: “ccctb9ad-el5a-dadh-8012-538¢2212af08"

b

“threatedObject™: |

“objectType™: “File",

“objectName™: “C:\Users\AgMHHHCTpaTop.WIN-161Q5M01961 \Desktopihta_server_xB6_calc — wonmaZhta_server_xB6_calc.hta/f;
“mdS7: "3a77137feaddoebdoseccesf157b55F3",

“sha2s6™: "61556908aff2cleleceas74e0a25934260039Felc 30feeatforTodbl 3891 c655"

2

B

version": 2,

messageType”: 4@,

“messageTimestamp”™: "2026-07-81T09:47:17.7140008082" ,
“issilent”: false,

“threatInfa™: {

“verdictMame™: "HEUR:Trojan.Powershell .Generic”,
“recordld”: 44933698,

“databaseTimestamp™: “2026-96-25T82:33:00.0000000002",
“detectTechnology™: "av",

“processinghode™: “onDemand"” ,

“threatId”: “ccceb98d-el5a-daob-B8212-538c2212af08"

“threatedobject™: {

“objectType™: “File®,

“objectiame™: “Ci\Users\AQMEHACTpaTOR. WIN-161Q5M196] \Desktopihta_server_x86_calc - konua\hta_server_x86_calc.htafy
“md5T: T3ar71ivfRaidechdoseece6f157b55F37,

“shaise™: "61556908aff2c1eleceal?e0a25934 260939 010 30F Lot FOT 700D 3891655

< &>

VXXXXIX?, VXXXXXXIX? VXX77777777? 777777 hta_server_x86_calc.hta.
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