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CywecTteyeT 2 Tuna auueHsmn gna KICS for Nodes: Workstation (gna paboynx ctaHuuin) un
Server (ona cepsepoB) kak OC Windows, Tak 1 gnsa OC Linux.

e JlnueH3nm Workstation ncnonbsyetca Ha paboymx cTaHumax non ynpasneHumem OC
cemenctea Windows Workstation, a Takxe OC Linux, BbIMOJHAWNX poab paboymx
CTaHUWN.

e JlnLeH3nn Server, TO OHa UCMNONL3YeTCHA Ha cepBepax nofg yrnpasseHnem OC cemencTBa
Windows Server, a Takxe OC Linux, BbINOJIHAOLWMNX POJib CEPBEPOB.

MWHMMaNbHOE KONMYECTBO NnLEH3NI Ha4vymHaeTcsa oT 1 Node, cpok nnueHsui: 1, 2, 3.

Cneoywowumnm Tun JAULEH3UN TakXXe, TakXe nogpasgenserca Ha 2 Tuna: Workstation (gns
paboynx CcTaHuMn) w”n Server (ONA cepBepoB), HO K Hemy ewe pobasnsetca EDR-
OYHKLMOHANIbHOCTb.

MocTaBKa NNLEH3UI NMPeaoCcTaBAseT MNojib30BaTesO:

e [lpaBo ncnonb3sosaHus MO;

e 3arpy3ku o6HOBNIEHNIN aHTUBUPYCHbIX 6a3s;

e O6bHoBNeHusa MO KICS kak B paMKax TeKylleh, TakKk U Ha HOBble BEepCUMU Ha MOMEHT
MOKYMKW BEPCUU;

e TexHu4eckada nognep>xxka yposHsa KICS Enterprise.

I'Ip|/|n0>KeH|/|e MOXHO aKTUBMNPOBaTb OBYMA crnocobamu:

e C momoulbto hansia K/toYa, Aatowero npaBoO Ha WUCMOJIb30BaHME MPUSIOXKEHNS B paMKax
KOMMEPYEeCKOW JINLEH3NN.
e C MOMOLLbIO KOOa akKTUBaLUM ANa NpuobpeTeHnss KOMMEPYECKOWN NTNLIEH3NN.

Mo wncTevYeHMN CpoKa [AENCTBUA KOMMEPYECKOW JINLLEH3UM U3 BCEX KOMMOHEHTOB W 3ajad
npunoxxeHusa 6e3 obHoeneHun 6a3 ByayT AOCTYMHbI:

e [lOCTOAHHaA 3awmTa (hannos;
e KOHTPOJIb LL€/TIOCTHOCTU CUCTEMBI;
e 3a/la4M NpoBepku no TpebosaHwMIo.



Tak)xe eCTb LOMNOJIHUTENbHAA JINLEH3NA - 3TO I'IOpTaTI/IBHbII7I CKaHep.

MopTaTUBHLIN CKaHep MO3BOJIIEeT BbINMOJHATL MPOBEPKY N30JIMPOBAHHbLIX YCTPOMUCTB U yCTapeBLUnX
MallWH, rae HeT BO3MOXHOCTU ycTaHoBUTb KICS for Nodes. MNMopTaTuMBHLIA CKaHeEpP MO3BOJSET
BbIMOJIHATb CKaHMpoBaHMe C TpebyeMon Harpyskom M NpoBepsiTb YCTPOWCTBA. HA NMPUCYTCTBUE
BUPYCOB U Opyrux nporpamm, npegcrasadrowmx yrposy. C nomMoubio NopTaTUBHOIrO CKaHepa Bbl
MOXKETe BbIMNOJIHATL TMPOBEPKY HECKOJIbKMX YCTPOMCTB NOApPsA - KOMMOHEHT dopMupyeT
OTOesIbHbIN OTHET A1 Ka)KA0ro rnpoBepsieMoro ycTpomncTBaa.

Co3paeTcda nopTaTUBHLIN CKaHep B MHTepgence KICS for Nodes n npu cozgaHnum MOXXHO yKa3aTb,
Kakue penctemsa OyayT NpouM3BOAUTLCH HaL BPEOOHOCHbIMM obbekTaMu. TakXe C MOMOLbIO
MOpPTaTUBHOIO CKaHepa MOXXHO MNPOV3BOAUTbL 3axBaT TpaduKka OS89 aHaM3a U BbINOJHATL ayauT
6e3onacHOCTU. YCTPONCTBa, NOAAEPKNBAEMbl MOPTAaTUBHLIM CKaHEPOM NpenCcTaB/ieHbl B pa3fgene

MNporpaMMHbIe 1 annapaTHble TpeboBaHUS.

JinueHsnpyeTca lMopTaTUBHBLIA CKaHeEp KakK W CTauMoHapHas Bepcus - MO KOJINYECTBY Y3J10B,
KOTOpble MNNaHUPYeTCa CKaHupoBaTb. [ONa co3gaHUst MOpTaTMBHONO CKaHepa Jawobonm USB
HocuTenb Cc 2 'b MecTa, NMbo 3aWNLLEHHBIN TOKEH.

9?07?7777 ?2?2?°?7?7?°?2??7?7?7?? KICS for Networks

KICS for Networks nuueH3vpyeTcs No KOJIMHECTBY CEPBEPOB U CEHCOPOB, Ha Ka)XAbI U3 KOTOPbIX
ycTtaHaBnmBaeTcsa M0O. 1 cepsep KICS for Networks n noganepxunsaet o 4-x nHtepdgerncos cbopa
Tpapduka (Todyek MoHuTOpuHra). KICS for Networks Sensor - 3TO nporpaMMHbIA MPOAYKT,
yCTaHaB/IMBAEMbI Ha COrJlaCcoBaHHYIO amnapaTHyto nnatdopmy (CepBep) M nMpenoCcTaBSAOLINNA
BO3MOXXHOCTb cbopa n npenobpaboTkm Tpadumka Ona OalbHENLLEN NMepefadn ero Ha cepBep Ans
aHanmsa. 1 ceHcop nogaep>kmBaeT Ao 8 Toyek MoHuTopuHra. KICS for Networks Sensor He
nuueH3npyeTca 1 He yHKumoHupyeT oTaenbHo oT KICS for Networks Server.

Ons KICS for Networks npenycMoTpeHbl ciieaytowme TUnbl JINLEH3WNRA:

e Upd&Sup - anga 6eccpoyHoro ncrnosb3oaHmsa 6a3oson QGyHKLMOHANLHOCTU MPOrpamMMmbl, a
TakXXe [O78 WCNoNb30BaHMUSA (QYHKLUMOHANbHOCTU o0bHOoBNeHMA 6a3 v MpPOrpaMMHbIX
MogyJfien B TeyeHue CpokKa OEeNCTBUA NnUeH3UW. [laHHas NUUEeH3na NpuMeHseTcs Ons
nnueH3npoBaHna CepBepa W ONa NULEH3MPOBAHMA BCEX WCMONb3yEMbIX CEHCOPOB
nporpamMmmbl. MUHUMaNbHO KOJIMYECTBO JINLLEH3UA OT OAHOr0, a CPOK JIMLLEH3UN OOCTYyneH
cnepyowmni: 1, 2, 3. laHHaa AMueH3nsa No3BoJINT:

o nonydatb O6HoOBneHUss curHaTtyp IDS ”  MWHbIX OETEKTUPYIOLNX
TEeXHOJIOTNN;

o nony4yaTb OOHOBMEHMA MPOAYKTa B paMKax Tekyuwen sepcun (MaTym
N KpuTn4eckme obHoBNeHNS).

o ObHoBNEeHMA Bepcun MO fo nocnegHen Bepcun.

o TexHn4yeckasa nogaep>xxka yposHsa KICS Enterprise

e Security Audit - pagna 6eccpo4yHOro wucCnoab3oBaHMA 6a3o0BoM QPYHKLMNOHANIBHOCTH
nporpamMmbl, a TakXXe A UCMNOoJIb30BaHUSA PYHKLMOHANLHOCTN ayanuTa 6e3onacHOCTU 1
PYHKLMOHANbHOCTN aKTUBHOIMO ONpoCa YCTPOMCTB B TeYEHME CPOKa OENCTBUSA NNLEH3INN.


https://support.kaspersky.com/KICS4Nodes/4.5/ru-RU/281620.htm

MWHMUMaNbHO KOIMYECTBO JINLLEH3MA OT OQHOI0, @ CPOK JIMLLEH3UN OOCTYMEH CieayoLWmnia:
1, 2, 3. JInueHsunsa aKTuBupyeT PYyHKLMOHanN aKTUBHOIO ornpoca,
KOHTPOJIS KOHUrypauun, ayanta 6e3omacHOCTM M aHanu3a ysa3suMocTen y3noB B KICS
for Networks.

e Remote Collector - ona coBMecTHOro ncnosb3oBaHus ¢ pewweHnem Kaspersky SD-WAN B
cueHapusax, npefycMoOTpPeHHbIX LA peXuMa WHTerpaunm. ITOT TUM JIMLEH3UW He
TpebyeT pobaBneHUs NULEH3NOHHOIO KJ4a B nporpamMmy. OAHaKO ecqn Bbl He
npunobpenn nuueHsnio Tuna Remote Collector, Bbl He mMoxeTe mucnonb3oBaTb KICS for
Networks B pexume mHTerpaummn c peweHmnem Kaspersky SD-WAN. LaeT BO3MOXHOCTb
pacwmpuTb 80 100 ToO4eK MOHUTOPUHrA.
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